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[bookmark: _Toc99613148]Background
Health and care organisation hold huge amounts of patient Information. This information is essential for enabling high quality care and is beneficial for many other purposes. 

Patients have the right to opt-out of their personal confidential data being used for purposes beyond their direct care. All health and care organisations must respect this right. 

Direct care is defined by the National Data Guardian review as:

“A clinical, social, or public health activity concerned with the prevention, investigation and treatment of illness and the alleviation of suffering of individuals. It includes supporting individuals’ ability to function and improve their participation in life and society. It includes the assurance of safe and high-quality care and treatment through local audit, the management of untoward or adverse incidents, person satisfaction including measurement of outcomes undertaken by one or more registered and regulated health or social care professionals and their team with whom the individual has a legitimate relationship for their care.”

[bookmark: _Toc99613149]What has changed
Type 2 Opt-Out
Before 25th May 2018, GP practices would record a patient’s preferences to opt out of having their personal confidential data being used for research or planning via a Type 2 Opt-Out. As of October 2018, all patients who had a Type 2 Opt-Out applied to their GP record had their preference transferred to the National Data Opt-Out. The list of patients with a Type 2 Opt-Out was transferred from the GP practices control to a database which is held by NHS Digital.  Practices no longer hold a list of these patients. 

As the Type 2 Opt-Out is no longer relevant, practices should ensure that they have removed any details of how patients can request them from their website or surgery communication. They should instead signpost patients to the NHS App, the ‘Your Data Matters’ site or the telephone number where they can register a National Data Opt-Out.

The National Data Opt-Out will still allow patients’ personal confidential and special category data to be gathered from their GP surgery by NHS Digital but will be excluded from planning or research activities. 

Practices wishing to share a patient’s personal confidential or special category data for any planning or research should assess if there is a legal basis which allows confidentiality to be overridden or run the list of patients details through the MESH. Users of TPP or EMIS should already have a technical solution on their system. This will remove those patients who have a NDOO applied to their record. 

1. [bookmark: _Toc99613150]How can patients opt out and what does it mean?
Patients have the right to opt out of having their personal confidential data being used for purposes other than their individual direct health care. This means that before the practice can share, disclose, or allow access to personal identifiable data by other organisations for purposes other than to provide them with individual direct health care (such as planning or research), patients should be offered the right to object via an opt-out. 
There are exemptions to opting out and cases where sharing patients’ personal confidential data outside of their direct care is allowed. For more details, see below in section 4.
Type 1 Opt-Out
Patients may opt out of having their personal confidential data being extracted or shared by the GP practice for purposes other than their individual direct care.  
It is the responsibility of the GP practice to record Type 1 Opt-Outs on the patient’s record. Type 1 Opt-Outs only apply to GP data. 
Patients can request that a Type 1 Opt-Out is applied to their medical record using the codes provided. This means that before the GP practice wish to share patients’ details for anything other than the patients individual direct care, they have to exclude those patients from their search criteria.

It also means that when NHS Digital extract patient data from GP practices in order to inform planning or research those patients will be excluded from the extraction. It does not apply to the data NHS Digital collects from other health providers.

The National Data Opt-Out – NDOO

The National Data Opt-Out replaced the Type 2 Opt-Out Programme in May 2018.  All patients who do not wish to have their personal confidential data used for planning or research will be excluded from these uses. Patients with an NDOO applied will still have their data extracted from the GP practice, but it will not be used for planning or research purposes.

NHS Digital collect personal confidential data from GP practices and secondary care providers to instruct planning and research. All data collected is pseudonymised before sharing with ICBs or other organisations
1. [bookmark: _4._Exemptions_to][bookmark: _Toc99613151]Exemptions to Opt-Out  
There are exemptions to patients opting out of having their personal confidential data used for planning, research or other secondary uses as follows:
· It does not apply where information is being used or shared for an individual patient's care;
· It does not apply to information that is anonymised in line with the Information Commissioner’s Office (ICO) Code of Practice (CoP) on Anonymisation or is aggregate or count type data
· It does not apply when there is a legal requirement to disclose information that sets aside the common law duty of confidentiality, for example Section 251, but you will still need to determine how the common law duty of confidentiality is being met. Likewise, it does not apply for information required by law or a court order;
· It does not apply to mandatory data collections with CAG approval;
· It does not apply if a patient has agreed to a specific use of data. I.e., patients who have registered a national data opt-out can still agree to take part in a specific research project or clinical trial by giving their explicit consent;
· It does not apply if disclosure is being used to protect public health, for example to:
· diagnose communicable diseases
· control or prevent their spread
· deliver and monitor vaccination programmes
· manage risks of infection from food or water supplies or the environment
· It does not apply where there is an overriding public interest such as reporting of patients’ fitness to drive
· It does not apply to the National Cancer Patient Experience Survey (CPES) and CQC NHS Patient Survey Programme;
· It does not apply to local audits;
· It does not apply to data used to support payment and invoice validation;
· There are a small number of exceptional circumstances where clinicians, Caldicott Guardians and managers can decide to share information based on public interest, but these are made on a case-by-case basis and carefully consider the circumstances involved.
· Specific exemptions have been made for disclosure of data for:
· Public Health England National Disease Registers
· Assuring Transformation, i.e. It does not apply to confidential patient information about people with learning disabilities and/or autism who are in hospital for their mental health or due to challenging behaviour which is disclosed under the following approval: Assuring Transformation: Enhanced Quality Assurance Process Data flow (CAG 8-02 (a-c)/2014). These flows continue to operate a separate opt-out mechanism and details of how to opt-out of the Assuring Transformation data collection can be found on the NHS England webpages. This exemption is time limited until the end of the “Building the Right Support Programme”.
· National patient experience surveys
· There are specific rules in the application of national data opt-outs to data flows into and out of NHS Digital as these recognise NHS Digital’s role as the national safe haven and the specific powers it has under the Health and Social Care Act 2012.  Further information about these can be found in the Policy Guidance Document.
[bookmark: _Toc99613152]What an organisation should do
· Review the compliance checklist in point 7
· Plan and document procedures to apply national data opt-outs 
· Make sure staff, patients, and those you share data with are aware that any data being used for purposes beyond direct care may be subject to the data opt-out
· Ensure that patients understand when they can apply an opt-out 
· Implement a technical solution to access the Check for National Data Opt-Outs service
· Where necessary, install Messaging Exchange for Social Care and Health (MESH) 

[bookmark: _Toc99613153]Practices need to comply with
· NHS Digital Code of Practice on Confidential Information – this defines the steps that organisations must, should and may take to ensure that confidential information is handled appropriately;
· Information Standard - compliance with National Data Opt-out standard which required organisations to comply with the policy by 31st July 2022;
· Data Security & Protection Toolkit - the organisation must state if they comply with the policy and provide evidence e.g., a published compliance statement in a Privacy Notice;
Further information for GP practices can be found here, including information on clinical system functionality, a link to the compliance implementation guide and resources to support patients and staff in understanding the National Data Opt-Out.

1. [bookmark: _Toc99613154]Further help and support
In order to assess when you need to run the patient list through the MESH or digital solution, you should complete a DPIA and update your Date Flow Map (DFM) or Record of Processing Activity (ROPA). Assessing your use of data will enable you to be compliant to the NDOO.
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· Data flow maps
To help with recording the National Data Opt-out the Data Flow Map templates have had two extra columns added to them. The most up-to-date version of this template is available to download from the SCW website.




· Compliance checklist


· Opt out coders brief guide for Primary Care


[bookmark: _MON_1742207278]         

· For enquiries about NHS Digital and the national data opt-out: enquiries@nhsdigital.nhs.uk

[bookmark: _Toc99613167]Points to note for GP practices
6.1. 
6.2. 
1. 
2. 
3. 
4. 
5. 
6. 
6.1. 
6.2. 
6.3. 
· The NDOO does not apply to anonymised data being used for research.
· Practices will not know which patients have a National Data Opt-Out applied to their record, as this is held by NHS Digital.
· The NDOO does not apply to mandatory data collections with CAG approval.
· [bookmark: _Hlk125016068]The NDOO does not apply to the disclosure of patient identifiable information for risks to public health, an overriding public interest which as reporting of patient fitness to drive, or for information required by law or a court order. 
· Type 1 opt-out – practices should use these codes to apply a Type 1 opt-out to a patient’s record preventing a practice from using patient data for anything other their individual direct health care.  – 9Nu4 (Read) XaZ89 (CTV3) 827241000000103 (SNOMED) – “Dissent from secondary use of general practitioner patient identifiable data”
· The NDOO and Type 1 Opt-outs are not the same as opting out of having details uploaded to the SPINE which is the Summary Care Record (SCR) Opt Out. If patients wish to opt out of having a summary care record, they will need to complete a different opt-out. Further information on the SCR is available on the NHS Digital website.
· Patients can set their preference for the NDOO using the NHS App. They cannot apply a type 1 opt-out or an SCR opt-out using the NHS App.
· Both EMIS and TPP SystmOne - are implementing the Check for National Data Opt-Outs functionality directly within their clinical systems. GP practices only need to install the MESH service separately if they disclose data outside their clinical systems.
· Research – if the practice is invited to take part in research:
1. 
2. 
3. 
4. 
5. 
6. 
6.1. 
6.2. 
6.3. 
6.3.1. 
6.3.2. 
6.3.3. 
6.3.4. 
6.3.5. 
6.3.6. 
6.3.7. 
6.3.8. 
· If the research has Section 251 approval from the CAG in 2019-20, it may be within the scope of NDOO.
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1. 
2. 
3. 
4. 
5. 
6. 
6.1. 
6.2. 
6.3. 
6.3.1. 
6.3.2. 
6.3.3. 
6.3.4. 
6.3.5. 
6.3.6. 
6.3.7. 
6.3.8. 
6.3.8.1. 
· The NDOO is overwritten if a patient gives explicit consent for research, in this case if a practice writes to the patient inviting them to take part the patient can give consent. Their information can then be provided to the research organisation for this specific study.  More information is available at: Section 251 and the application of national data opt-outs 
· Where researchers need to identify people to participate in research studies, the national data opt-out may apply to this process depending on the mechanism used to identify potential research subjects.
· In certain scenarios, researchers may need to access confidential patient information to identify people with particular conditions or characteristics to invite them to take part in clinical trials and other interventional studies. This process is often referred to as seeking “consent for consent”.  There are a number of established mechanisms for identifying potential research subjects which are set-out in the 2013 IG Review and the application of the national data opt-out to each of these is summarised below: 
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[bookmark: _Toc99613168]Useful resources
National data opt-out: compliance implementation guide - NHS Digital

Information for GP practices - NHS Digital
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New Master Information Asset Register and Data Flow v2.1 Mar 23.xlsx
Information Asset Register

		Asset 												The Security								The Risk								The Assurance

		Responsible owner (Free text - staff lead or organisation i.e. ICB, EMIS, TPP) - review info
Information asset description - name/product/software 





		For digital software/system please enter organisation owing the product and add these details to contract tab		Purpose of Asset 
(free  text - personal file, name of software or provider)		Information Asset Type
		Format of Asset (Drop down box)		Does it contain Personal Confidential Data?
 Yes/No (Drop down box)
		Location Site:
Room no/name,
Network drive,
Remotely hosted,
Surgery premises, with user, cloud based,
off site storage (Free text)		How is access to the asset secured?

		Is this asset UK cloud based?
If not UK cloud based has this risk been  assessed in DPIA?		What is the Record Retention period for this asset - review NHS Records schedule: 
Records Management Code of Practice 2021		What would be the IMPACT of not having access to this Asset for 1 day

 

Author: User information:
Negligible=1, Minor=2, 
Moderate=3, Major=4, 
Catastrophic=5		What is the LIKELIHOOD of this risk occuring?


Author: User information:
Rare=1, Unlikely=2, Possible=3, Likely=4, Almost Certain=5
		Risk Score		For Risks that are scored as 5 and above, state and justify how you wish to either Accept or Mitigate the risk		Is this data being shared with a 3rd party?

Yes/ No

Author: if you answer YES then add the asset to your Data Flow Map tab
		Is this asset Business Critical?
Yes/No		Do you have a business Continuity Plan in Place?
Yes/No		Documention;
Additional information to support Asset - DPIA, Contract with supplier				 

		Practice staff records				Personnel file, including application forms		Hard Copy Asset		Paper		Yes		Practice Manager office		Key/Key pad		No		up to 75th birthday  - check records retention schedule as certain information is classified differently 		1		1		1						No		Yes

		Practice staff records				Personnel file, including application forms		Electronic Document Asset		Electronic Folder		Yes		Secure management folder/on line HR system (Agilio teamnet)		Password Protected				up to 75th birthday  - check records retention schedule as certain information is classified differently 		1		1		1						No		Yes		contract with 3rd party 

		EMIS web,SystmOne TPP, Vision				Medical records database		Software & system Asset		Software		Yes		Cloud based		Smart Card/Manual log in		Yes		N/A for system software but the records held within it are covered by RM COP 2021		3		2		6		Mitigate - web-based system and use of branch surgery and laptops. Clinical system can be accessed from other locations. Practice also has access to patient Lloyd George record unless stored off site		Yes		Yes		Yes		Contract. 


		Lloyd George (patient hard copy records)				Patient records		Hard Copy Asset		Paper		Yes		Off site storage/ locked room at practice		Physical security				??		1		1		1		Accept				No		No		Contract with supplier

		MJOG				Texting service		Software & system Asset		Software		Yes		Cloud based		Password Protected		Yes		N/A		1		2		2		Accept		Yes		No		Yes		Contract

		Louiscomm, X-on, Surgery connect, Babble voice				Telephony system		Software & system Asset		System		Yes		Cloud based		Password Protected				6 months		3		2		6		use of mobile for BCP		Yes		Yes		Yes		Contract and DPIA

		AccuRX				Texting service / video consultations		Software & system Asset		System		Yes		Cloud based		Password Protected		Yes		??		2		2		4		Accept		Yes		No		Yes		Contract and DPIA

		Desktops and Laptops				Personal computing		Hardware Asset		Desktop computer		No		Surgery premises or with user		Password Protected				N/A		2		2		4		There are enough deskstops and laptops to cover the loss of one for a short period		No

		Docman 10		Advanced Computer Software Group Ltd		Document management		Software & system Asset		System		Yes		Cloud based		Password Protected		Yes				2		1		2		Accept - provider has own BCP		Yes		Yes		Yes		Contract 

		Docmail		CFH Ltd		Hybrid mail - letters printed and posted remotely		Software & system Asset		System		Yes		Remotely hosted				Yes				2		1		2		Accept - provider has own BCP		Yes		Yes		Yes 		Contract 

		LG off site storage				Off site medical records storage		Hard Copy Asset		Paper		Yes		Off site storage		Physical and digital security				Refer to RM COP 2021 retention schedule for GP patient records 		1		1		1		Accept - provider has own BCP		Yes		No		Yes 		Contract

		Elephant kiosk, Jayex, Numed				Self Screening Health Kiosk		Software & system Asset		System		Yes		Reception								1		1		1		Accept				No		Yes 		Contract

		Lexacom				Dictation system		Software & system Asset		System		Yes		Cloud based								2		1		2		Accept - provider has own BCP in line with their ISO 27001 management system.				Yes		Yes 		DPIA on practice S drive

		Engage Consult, econsult				Online consultation system		Software & system Asset		System		Yes		Remotely hosted		Password Protected		Yes		??		1		1		1		Accept - provider has own BCP				No		Yes 		Contract

		Ardens/ Ardens Manager				Clinical system searches, templates and tools		Software & system Asset		System		No		Remotely hosted		Password Protected				No personal data 		1		1		1		Accept - provider has own BCP				No		Yes 		Contract and DPIA

		PQIT (red button) Sussex		Provider Quality Improvement Tool				Software & system Asset		System

		Shared care record holder				Singled health and care record 		Software & system Asset		System		Yes		On ESHT Azure Tenancy		Access is 'in-context' from organisations clinical system so controlled by that system OR via OCC 'viewer'with Access by host organisation but as product expands new access controls systems to be developed				Not applicable - no data is stored in Plexus		2		1		2		Accept - provider has own BCP				No - alternative (current - Apr 2022) ways of getting data available but less efficient		Revert to current sharing arrangements		DPIA on ISG

		Local Shared care record - name				Linked, non-indentifiable database for system & service improvement & research		Software & system Asset		System		No		On ESHT Azure Tenancy		Via Access Requests (to non-identifiable data)				Indefinite		1		1		1		Accept - provider has own BCP				No		Not needed		DPIA on ISG

		Home Page - Information Sharing Gateway				Collation of Information Sharing Agreements		Software & system Asset		System		No		Remotely hosted		Password Protected				No personal data 		1		1		1		Accept - provider has own BCP				No		No		N/A
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		MOCH Team 				Service to support practice prescribing		Service		Service		Yes		Third Party Service		Role Based Access

		Community Pharmacy Consultation Pharmacy 				To manage referrals from GP practice to Community Pharmacy		Service		System		Yes		Embedded in EMIS - Cloud based		Role Based Access				??		1		1		1		Accept		Yes		No		No		DPIA in Place - see IG Teams Channel

		GP Federation				To provide additional GP services		Service		System		Yes		EMIS - data sharing		Role Based Access				??		2		1		2		Accept		Yes		No		No		Contract with SDHC

		Livi				To provide extended access GP services		Service		System		Yes		EMIS - data sharing		Role Based Access / Smartcard						3		1		3		Accept - provider has own BCP		Yes		Yes		No		Contract with Livi

		MS Teams (patient data for EoL)				Support collaborative working		Software & system Asset		System		Yes		Cloud based		Role Based Access / Password Protected				??		2		1		2		Accept		Yes		No		No		Supported by IT Services

		Fourteen Fish				Appraisal Toolkit		Service		System		Yes		Cloud based		Password Protected		Yes		??		1		1		1		Accept		Yes		No		No		Contract with Fourteen Fish

		Blue Stream Training Academy				Online training provider		Service		System		Yes		Cloud based		Role Based Access / Password Protected				??		2		1		2		Accept - provider has own BCP		Yes		No 		No 		Contract with Blue Stream

		DXS				Decision support tool and referral management		Service		Software		No		Remotely hosted		Role Based Access / Smartcard				No personal data 		3		1		3		Accept - provider has own BCP				No 		No 		Contract with DXS (held by CCG)

		Welch Alleyn				Cardiopulmonary data management system 		Software & system Asset		Software		Yes		Installed on PCs / Laptops		Role Based Access / Password Protected				??		3		1		3		Accept		Yes		No 		No 		Support contract with Welch Alleyn

		INR Star				 anticoagulation management software		Software & system Asset		Software		Yes		Installed on PCs / Laptops		Role Based Access / Password Protected				??		3		1		3		Accept		Yes		No 		No 		Support contract with INRstar

		Wallboard - Horizon (stores pt number)				Business VoIP phone system provides a full-control portal		Software & system Asset		System		Yes		Main admin office OSS		Role Based Access / Password Protected				??		4		2		8		Accept				Yes		No 		Support contract with provider

		Advanced communications				Telecomms 		Service		System		No		Off site service																				No 		Support contract with provider

		Patient Partner (Voice Connect)				Automated booking system		Service		System		Yes		Off site service		Password Protected				??		2		1		2		Accept				No 		No 		Support contract with Voice Connect

		Medical examiners (reviewing death in community)				Reviewing circumstances of death		Service		System		Yes		Access to practice EMIS system		Role Based Access / Smartcard				??		2		2		4		Accept		Yes		Yes		No 		Responsibility lies with Medical Examiners and employing Trust

		Website provider - GP Surgery, Mysurgery, FPM, Treeview designs				Practice web-site provider		Service		System		No		Remotely hosted		Password Protected		Yes		No personal data 		2		1		3		Accept		Yes		No 		No 		Support contract with provider

		CCTV provider				providing security for patients and staff 		Software & system Asset

		Accountants

		Business Continuity Plan

		RIP patient board


		PPH claims

		Dermatology service

		Confidential waste

		MDT meetings

		Complaints - patients

























				 

						 













http://https/digital.nhs.uk/services/nhsmail/nhsmail-policieshttp://https/digital.nhs.uk/services/nhsmail/nhsmail-policieshttps://transform.england.nhs.uk/information-governance/guidance/records-management-code/

Data Flow Map

		Who 						What						Where				How many?		How is the data transferred?						Due Dilligence						Risk Assessment								Risk Treatment/Mitigation		Purpose and Legal Basis of Data Flow

		Name of organisation  or document
 (free text)		System/software provider where relevant		Direction of Flow from GP practice 
(drop down menu)		Data item - what data is sent/received?
(free text box)

Author: User Information:
Examples:
Personal records
Documents
patient records
letters
referrals
prescriptions
emails
texts

		Category of data
(drop down menu)		Format of data held 
(drop down menu)		Where is the data stored? Before and after sending or receiving 
(drop down menu)		How is the data secured when stored 
(drop down menu)		Number of records per transfer per week 
(drop down menu)

tc={6DBD9351-B8A7-4984-AD35-CC87694259C2}: [Threaded comment]

Your version of Excel allows you to read this threaded comment; however, any edits to it will get removed if the file is opened in a newer version of Excel. Learn more: https://go.microsoft.com/fwlink/?linkid=870924

Comment:
    check how we show frequency as well as number of records per week		Method of transfer 
(drop down menu)		How is the information protected during transit 
(drop down menu)		Is the data processed outside of the UK? 
(drop down menu)		Was there a DPIA conducted 
(drop down menu)		Does the Data need to have the NDOO applied 
(drop down menu)		Details of sharing added to Privacy notice		Risk identified 
(free text description of risk)

Author: User information;
Examples:
loss of data
unlawful access
Lost in post
		What would the IMPACT be of the risk occuring 
(drop down menu)

Author: User Information;
Negligible = 1
Minor = 2
Moderate = 3
Major = 4
Catastrophic = 5		What is the LIKELIHOOD of this risk occuring 
(drop down menu)

Author: User Information;
Rare = 1
Unlikely = 2
Possible = 3
Likely = 4
Almost Certain = 5
		

Author: User Information:
Examples:
Personal records
Documents
patient records
letters
referrals
prescriptions
emails
texts

																														Risk Score		For Risks that are scored above 4, state and justify how you wish to either Accept or Mitigate the Risk 
(Free text)		Purpose for data flow 
(Free Text)

Author: User Information;
Suggested purposes;
Direct Care
Risk Stratification
Safeguarding
Research
Planning and performance
Contractual obligation
Public Health
		Legal basis under UK GDPR to process Personal Confidential Data Art. 6. 1 
(drop down menu)		Legal Basis under UK GDPR to process Special Categories of Data Art. 9. 2 
(drop down menu)		Additional documentation to support data flow 
(free text)

Author: User Information;
Data Sharing Agreement
Data Processing Agreement
Contract



																		

tc={6DBD9351-B8A7-4984-AD35-CC87694259C2}: [Threaded comment]
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Comment:
    check how we show frequency as well as number of records per week		Care Homes				In and Out Flow		Patient medical information, prescription requests		Special Categories of Data		Electronic		Secure Database		Smartcard and Password		21 - 100		NHSmail to NHSmail				UK only		No		No				No										Direct Patient Care		e) Public Task (direct care)		h) to Provide Health or social care

		ICB				In and Out Flow		Invoice validation 		Sensitive personal data		Electronic		Secure Database		Password protected network drive/system		21 to 100		Email from NHSmail to NHSmail		NHSmail		UK only		No		No				No		 		 		 		 		Invoice validation		e) Public Task (direct care)		h) to Provide Health or social care

		ICB				Out-flow		Patient information for risk stratification		Sensitive personal data		Electronic		Secure Database		Smartcard and password protected		1001 plus		Automated system to system transfer		Encrypted		UK only		No		No				Yes		2		2		4		Accept - Data anoymised, low number suppression applied		Risk Stratification		e) Public Task (direct care)		h) to Provide Health or social care

		Patients		Mjog		Out-flow		Health communication e.g.  appointment confirmation,  flu reminder		Sensitive personal data				Secure Database		Smartcard and Password		1001 Plus						UK only		Yes		No		Yes		Yes		3		3		9		Mitigate - text protocol		Patient communnicaiton		e) Public Task (direct care)		h) to Provide Health or social care

		CHC				In and Out Flow		Individual Funding Request 		Sensitive personal data		Electronic		Secure Database		Password protected network drive/system		Less than 6		Email from NHSmail to NHSmail		NHSmail		UK only		No		No				No		 		 		 		 		IFR validation		e) Public Task (direct care)		h) to Provide Health or social care

		CQC				Out-flow		psuedonymised patient information for CQC visit		Sensitive personal data		Electronic		Secure Database		Smartcard and password protected		6 to 20		NHSmail to NON-NHSmail		Encrypted		UK only		No		No		Yes		Yes		4		3		12		Accept 		Regulatory activity		e) Public Task (direct care)		h) to Provide Health or social care

		CQC				Out-flow		psuedonymised patient information for CQC visit		Sensitive personal data		Electronic		Secure Database		Smartcard and password protected		6 to 20		Manual - staff		Sealed package		UK only		No		No		Yes		Yes		4		3		12		Accept		Regulatory activity		e) Public Task (direct care)		h) to Provide Health or social care

		CQC				Out Flow		Audit data		Sensitive personal data		Electronic		Secure Database		Smartcard and Password		Less than 6		Secure file transfer		Encrypted		UK only		No		No		Yes		No										Regulatory activity		e) Public Task (direct care)		h) to Provide Health or social care

		Registrars				Out Flow		Patient information		Sensitive personal data														UK only				No														Regulatory activity		c) Legal Obligation		d) Legitimate activity

		Safeguarding Partnership (including CCG?)				In and Out Flow		Safeguarding  communication		Sensitive personal data														UK only				No						 								Safeguarding		e) Public Task (direct care)		h) to Provide Health or social care

		GMC				Out-flow		Response to professional conduct review		Sensitive personal data														UK only				No						 								GP regulator		c) Legal Obligation		d) Legitimate activity

		Insurance companies				Out-flow		medical report		Sensitive personal data														UK only				No						 								Medical report request		a) Consent		a) Explicit Consent

		NHS Trusts				Out-flow		Referral		Sensitive personal data														UK only				No						 								Direct Patient Care		e) Public Task (direct care)		h) to Provide Health or social care

		NHS Trusts				Out-flow		2ww Referral		Sensitive personal data														UK only				No														Direct Patient Care		e) Public Task (direct care)		h) to Provide Health or social care

		Oasis				In and Out Flow		LG records		Sensitive personal data														UK only				No														Legal 		a) Consent		a) Explicit Consent

		Other GP Practices				Out-flow		Case Notes		Sensitive personal data														UK only				No														Direct Patient Care		e) Public Task (direct care)		h) to Provide Health or social care

		Coroner				Out-flow		Full medical record		Sensitive personal data														UK only				No														Death investigation		c) Legal Obligation		h) to Provide Health or social care

		Patients				Out-flow		medical report		Sensitive personal data														UK only				No														Medical report request		a) Consent		a) Explicit Consent

		Patients				In and Out Flow		patient data to support non clinical needs		Sensitive personal data														UK only				No														Direct Patient Care		e) Public Task (direct care)		h) to Provide Health or social care

		Patients		AccuRx		Out-flow		Health communication e.g.  appointment confirmation,  flu reminder		Sensitive personal data														UK only				No														Patient communnicaiton		e) Public Task (direct care)		h) to Provide Health or social care

		Patients and Carers				Out-flow		Non patient specific communication e.g. Newsletter, flu reminder		Sensitive personal data														UK only				No														Patient communnicaiton		e) Public Task (direct care)		h) to Provide Health or social care

		Patients and Carers				In Flow		Chnage of address forms		Sensitive personal data														UK only				No														Patient communnicaiton		e) Public Task (direct care)		h) to Provide Health or social care

		Police				Out Flow		Patient information		Sensitive personal data														UK only				No														Investigation of crime		c) Legal Obligation		g) Substantial Public Interest

		Child Safeguarding				In and Out Flow		Childrens safeguarding information		Sensitive personal data														UK only				No														Direct Patient Care		e) Public Task (direct care)		h) to Provide Health or social care

		Solicitors				In and Out Flow		Patient information		Sensitive personal data														UK only				No														Legal 		a) Consent		a) Explicit Consent

		Staff and Partners				In and Out Flow		GPs, clinical staff and non-clinical staff personal data		Sensitive personal data														UK only				No						 		 				 		Regulatory activity		b) Contract where the subject is party		a) Explicit Consent

		Staff and Partners				In and Out Flow		Staff financial details		Sensitive personal data														UK only				No						 		 				 		Payroll activity		b) Contract where the subject is party		a) Explicit Consent

		Community Cardiology Service				Out Flow		Patient medical records		Sensitive personal data														UK only				No						 		 				 		Direct Patient Care		e) Public Task (direct care)		h) to Provide Health or social care

		Urgent Treatment Centre				In and Out Flow		Patient medical records		Sensitive personal data														UK only				No						 		 				 		Direct Patient Care		e) Public Task (direct care)		h) to Provide Health or social care

		Local Shared  Care Record				Out Flow		Patient medical records		Sensitive personal data														UK only				No						 		 				 		Direct Patient Care		e) Public Task (direct care)		h) to Provide Health or social care

		Memory Assessment Service				In and Out Flow		Patient medical records		Sensitive personal data														UK only				No						 		 				 		Direct Patient Care		e) Public Task (direct care)		h) to Provide Health or social care

		Enhanced Access service				In and Out Flow		Patient medical records		Sensitive personal data														UK only				No						 		 				 		Direct Patient Care		e) Public Task (direct care)		h) to Provide Health or social care

		Integrated Community Diabetes Service				In and Out Flow		Patient medical records		Sensitive personal data														UK only				No						 		 				 		Direct Patient Care		e) Public Task (direct care)		h) to Provide Health or social care

		Citizen Health Record				In Flow		Patient medical records		Sensitive personal data														UK only				No						 		 				 		Direct Patient Care		e) Public Task (direct care)		h) to Provide Health or social care

		NHS Trusts				In Flow		Patient referral outcome		Special Categories of Data														UK only				No

		DBS Checking Agency				Out-flow		DBS form		Personal data		Paper		Filing Cabinet										UK only				No														Regulatory activity		a) Consent		a) Explicit Consent

		Agilio 		Teamnet																				UK only				No

		Sussex ICB				Out Flow		MOCH/Meds Mgt		Special Categories of Data		Digital		Secure Database		Role Based Access 								UK only				No

		CPCS				In and Out Flow		Community pharmacist - referral form for consultation																UK only				No

		InHealth				In and Out Flow		Targetted Lung Health checks		Special Categories of Data		Digital												UK only				No

check how we show frequency as well as number of records per week







Contract details

		Supplier Name		Details

Author: User Information:
example;
Healthcare services
Software Licence
Electronic system


		Contract Duration		ICO Registation		DSP Toolkit Status		Details of any Personal Data Breaches		Details of any ICO action		Link to Privacy Notice		Is the contract held by the ICB or the practice?		If held by the ICB, does the practice hold a Data Processing Agreement?		Notes

		AccuRX/Mjog		Text messaging service		12 months.  Renewal 1.2.21		ZA202115				n/a		n/a		https://www.accurx.com/privacy-policy		Practice		n/a

		Shred-it		Confidential paper shredding		12 months.  Renewal 1.5.20		Z8335339				n/a		n/a		https://www.stericycle.com/Stericycle/GDPR/PrivacyPolicy/PrivacyNotice_EN.html		Practice		n/a

		Louiscomm		Telephony system		3 years.  Renewal 1/4/23		N/A										Practice

		EMIS/TP/Vision

		Lexacom		 

		Advanced compouter software group ltd 		Docman

		engage consult/econsult/accuRx/Livi/PATCHS		video consultations

		Offsite storage provider

		CCTV provider

		Website provider

		HR company

		Dermatology service

		InHealth TLHC (if relevant)		Lung health checks



























https://www.accurx.com/privacy-policyhttps://www.stericycle.com/Stericycle/GDPR/PrivacyPolicy/PrivacyNotice_EN.html

DO NOT DELETE

		IAR

		A		B		C		F		J, K		M		H

		Hardware Asset		Desktop computer		Yes		Password Protected		1		Accept		Yes

		Software & system Asset		Mobile Phone		No		Smart Card/Manual log in		2		Mitigate		No

		Electronic Document Asset		Software				Key/Key pad		3

		Hard Copy Asset		Paper						4

		Service		Electronic Folder						5

				System

				Service

		DFM

		C		E		F		G		H		I		J		K		L		P, O		Q,R		S		V		W

		In Flow		Personal Data		Electronic		Secure Network Drive		Smartcard and Password		Less than 6		NHSmail to NHSmail		NHSmail		UK only		Yes		1		1		a) Consent		a) Explicit Consent

		Out Flow		Special Categories of Data		Paper		Secure Database		Password Protected		6 - 10		NHSmail to Non-NHSmail		Encrypted		EEA Only		No		2		2		b) Contract where the subject is party		b) Employment

		In and Out Flow		Other		Other		Filing Cabinet		Role Based Access 		11 - 20		Non-NHSmail to NHSmail		Secure File Transfer		Outside of the EEA				3		3		c) Legal Obligation		c) Vital Interests

				Sensitive personal data				Drawer		Key or Key pad		21 - 100		Non-NHSmail to NHSmail (and vice versa)		Secure Shared Access						4		4		d) Vital Interest		d) Legitimate activity

		M N										101 - 1000		Post - special signed delivery		Special Delivery								6		e) Public Task (direct care)		e) Information has been made public by the subject

		Yes										1001 Plus		Secure file transfer		Use of [secure]								8		f) Legitimate Interest		f) Defence of legal claim or court order

		No												Restricted Direct Access		Same system								12				g) Substantial Public Interest

														Internal post										16				h) to Provide Health or social care

														Same clinical system														i) Public Health Interest

																												j) Research, Planning or analytics

																												Section 251
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National Opt-Out Compliance Checklist

Once completed this checklist can be used to demonstrate compliance for the Data Security and Protection Toolkit 

		1. Fair Processing Notice (Privacy Notice/policy) has been updated and includes information on the National Data Opt-Out

		Choose an item.

		2. We have ensured that staff dealing with patient/public enquiries know to signpost patients/public to www.nhs.uk/your-nhs-data-matters for information on the national opt-out programme

		Choose an item.

		3. The DPO, Caldicott Guardian and SIRO are aware of and have ensured the implementation of the national opt-out policy by the organisation

		Choose an item.

		4. “Your data matters to the NHS” posters and handouts are available in public areas

		Choose an item.

		5. Our Data Flows/Disclosures have been reviewed to identify those that are in scope of national data opt-outs

		Choose an item.

		6. We have data flows that may be subject to the national data opt-out 

https://digital.nhs.uk/services/national-data-opt-out-programme/understanding-the-national-data-opt-out

		Choose an item.

		7. We have applied the national data opt out to these flows

		Choose an item.

		8. These are the  technical or other solutions in place;

i. MESH client software 

ii. MESH mailbox 

iii. SOP in place to check NHS Numbers and creation of files prior to disclosure

iv. Technical solution included in clinical system (EMIS, TPP etc.)

v. Other (state below in the space provided)

		

Choose an item.

Choose an item.

Choose an item.

Choose an item.

Choose an item.



		9. DPIAs are completed for new projects/processes and we have included a question to capture where national data opt outs may apply  

		Choose an item.

		10. SOPs or equivalent are in place to ensure compliance with National opt-outs (where relevant)

		Choose an item.

		11. We have ensured that any agreements or contracts that we have in place with Processors of data for which we are Controller/Joint Controller for include clauses relating to the application of the national data opt out

		Choose an item.





Declaration of Compliance 

We confirm that we have taken all appropriate steps to become compliant with the national data opt out policy.  

Name:	

Position:

Signature:

Date:

Compliance Statement has been published on the organisation’s website – Yes/No

South, Central and West							Page | 1



South, Central and West							Page | 2

image1.jpeg








image3.emf
Opt out codes brief  guide for primary care v1.2 - Mar 23.docx


Opt out codes brief guide for primary care v1.2 - Mar 23.docx
Opt-out codes related to Shared Care Records & Uses of data other than individual care in General Practice records – a brief guide.

Article 21 of the UK GDPR gives individuals the right to object to their personal information being used in certain circumstances. You need to make patients aware about their right to object and know how to recognise an objection that could be made verbally or in writing. 

The ICO recommends that you

· Have a policy in place in place for how to record objections

· Have clear information in your privacy notice about individuals’ right to object

· Have processes in place to ensure you respond to an objection within one month of receipt

The medical record must be coded when a patient tells you they don’t wish their information to be used for the following purposes, provided you don’t have compelling reasons to refuse their request:

		Term

		Emis read code

		TPP/SystmOne CTV3 concept code

		SNOMED code



		Express dissent for summary care record upload.

		9Nd0

		XaKRy

		889091000000102



		Refused consent for upload to local shared electronic record

		93C1

		93C1

		416409005



		Dissent from secondary use of general practitioner patient identifiable data



		9Nu0

		XaZ89

		827241000000103



		There are other related codes in primary care systems such as



		No consent for electronic record sharing

		9Nd1

		9Nd1

		414859005



		Dissent from disclosure of personal confidential data HSCIC (was ‘Type 2’ opt out, now National Data Opt out – see below).  

Code retired but may be in templates

		9Nu4

		

		N/A



		Declined consent to share patient data with specified 3rd party

		9NdH

		XaNwT

		320011000000108



		Consent withdrawn to share patient data with specified 3rd party.

		9Nd

		XaNwU

		320041000000109



		Informed dissent for national audit

		9M1

		9M1.

		113121000000105



		Informed dissent for diabetes national audit

		9M10

		9M10

		9113141000000100

Or

113141000000103



		Informed dissent for local clinical audit

		9M5

		9M5..

		979171000000104







The highlighted terms above do not appear that frequently in patient records and do not relate to shared care records or general opt outs of uses beyond individual care.  They have been added over the years in relation to various initiatives.  They are included here just to note that their use would not prevent sharing of data to the Summary Care Record or a local Shared Care Record (ShCR).



National data opt out:  

If a patient does not want their confidential patient information from any organisation to be used by other health and care organisations for research and planning this cannot be coded by your practice. They need to register a ‘National Data Opt Out’.  This can be done at: Make your choice about sharing data from your health records - NHS (www.nhs.uk)

Or by phoning the NHS Digital Contact Centre: 0300 303 5678 

Links for more information:

Summary Care Record: https://digital.nhs.uk/services/summary-care-records-scr

Local Shared Care Record: https://www.frimleyhealthandcare.org.uk/living-here/shared-care-record-how-your-data-is-used/

NHS Digital opt out guidance including Type 1: 

https://www.nhs.uk/using-the-nhs/about-the-nhs/opt-out-of-sharing-your-health-records/



		

		Method

		System(s) Affected

		Stops Direct Care

		Stops Secondary Use

		Details



		Type 1 Opt Out

		Emis  9nu0

TPP  XaZ89

		All 

		No

		Yes

		Applied at EMIS/TPP level, before any data is sent elsewhere.



		GDPR Objection to Local Shared Care Record

		Emis and TPP 93C1

		All

		Yes

		Yes

		Very broad, must be discussed with the patient, can be overriden by the Practice.



		National Data Opt Out

		Registered on NHS Digital Website

		All

		No

		Yes

		Data can still be transferred to other organisations, but cannot be used except for Direct Care.



		Summary Care Record Objection

		Emis 9Ndo

TPP XaKRy

		Summary Care Record

		Yes

		Yes

		Can block direct care purposes such as communication with providers which rely on it (such as Ambulance Service)





Opt Outs Cheat Sheet





v1.2    07/02/2023		2


image4.png
Purposes beyond individual care? l

Is the data disclosure
for purposes beyond
individual care?

Section 251 support?
Yes

The common law duty of
confidentiality must be taken
into consideration if the data is
considered to be confidential

patient information Is Section 251
(NHS Act 2006) support being
relied upon as a basis to use /

v
Data that is anonymised in line gc=eligata

with the ICO code of pracice on
anonymisation s not considered
to be confidential patient
information

Yes

Finish

The national data

opt-out MAY apply

No

Note: When disclosing confidential
patient information there must also be a
legal basis for processing the data as
required under the DPA 2018 though
that does not affect the decision on
whether to apply opt-outs.




image5.png
National data

Mechanism for identifying the cohort for a research study opt-out
applies?
The researcher gains the explicit consent of every patient with a record in the population pool being assessed No

The search is conducted by a health or social care professional who has a “legitimate relationship* with the patient, such as a
dinician o social worker

No

The search is conducted by a researcher who is part of the immediate clinical team No

The search makes use of “privacy enhancing technologies” (Analytical computer software that can trawl clinical databases,
selecting only those patients who are eligible for a specific study, and only reveal the identities of potential participants to No
someone with a legitimate relationship to the patient, such as their dlinician o social worker.)

Support under Section 251 regulations is granted for the research to contact suitable patients to seek their consent Yes




image6.jpeg




image7.jpg
NHS

South, Central and West

Commissioning Support Unit




image8.png
® ® ® ® ® Joining the dots across health and care




